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Welcome	to	the	first	edition	of	the	Europol Review - 












ties	 tailored	 to	combat	serious	 international	crime	
and	terrorism.	European	law	enforcement	agencies	
rely	 on	 Europol’s	 24/7	 operational	 service	 centre.	
Europol	 employs	 some	 of	 the	 best	 criminal	 ana-
lysts	in	Europe,	produces	high-quality	strategic	and	
operational	 analysis	 and	 coordinates	 over	 10	 000	
cross-border	investigations	each	year.
As	 Europol	moves	 into	 a	 new	decade,	 the	 change	
in	 its	 legal	basis	will	consolidate	 its	position	at	the	
centre	 of	 the	 new	 internal	 security	 arrangements	











Using	 our	 unique	 tools	 and	 increased	 powers,	 we	
will	continue	to	 facilitate	the	exchange	of	criminal	





The	 publication	 of	 this	 report	 fulfils	 Europol’s	 ob-
ligation	 to	 present	 an	 annual	 general	 report	 on	
Europol’s	activities	in	accordance	with	article	37(10)c	
of	the	Europol	Council	Decision.	The Europol Review  -





















security	 threats	 come	 from	 terrorism,	 international	
drug	trafficking,	trafficking	in	human	beings,	counter-
feiting	of	the	euro	currency	and	payment	cards,	fraud,	
corruption	 and	 money	 laundering	 as	 well	 as	 other	
activities	related	to	the	presence	of	organised	crime	
groups	 in	the	economy.	New	dangers	are	also	accu-





Strengthened	 by	 a	 reform	 to	 its	 mandate	 and	 ca-
pabilities	 in	 2010,	 Europol	 is	 pioneering	 a	 new	 re-
sponse	 to	 these	 dangers.	 Europol	 acquired	 a	 new	
dynamic	 on	 1	 January	 2010	 when	 it	 became	 a	
fully-fledged	 European	 Union	 agency,	 through	 the	
adoption	 of	 the	 Europol	 Council	 Decision.	This	 has	

















bilities	 and	 the	 expertise	 of	 662	 personnel,	 including	
100	 analysts,	 to	 identify	 and	 track	 the	most	 danger-
ous	 criminal	 and	 terrorist	 networks	 in	 Europe.	 Law	
enforcement	agencies,	represented	at	Europol	by	121	







In	 2009,	 Europol	 was	 funded	 by	 contributions	 from	
Member	 States	 according	 to	 their	 gross	 national	 in-
come.	The	Europol	budget	for	2009	was	€68.5	million.	
As	Europol’s	host	state,	the	Netherlands	covers	secu-
rity-related	 costs.	As	 of	 1	 January	 2010,	 Europol	 be-
came	an	EU	agency,	financed	from	the	EU	community	












International	 crime	 and	 terrorist	 groups	 operate	
worldwide,	making	use	of	the	latest	technology.	To	






key	 information.	 The	 gathering,	 analysis	 and	 dis-
semination	of	this	information	entails	the	exchange	










Europol	 liaison	 officers	 ensure	 and	maintain	 a	 live	
link	 between	 Europol	 headquarters	 in	 The	 Hague	
and	27	national	capitals	 in	Member	States.	The	Eu-
ropol	 National	 Units	 are	 based	 in	 these	 capitals,	
and	are	a	key	part	of	the	national	 law	enforcement	





hosts	 liaison	 officers	 from	 10	 third	 countries	 and	
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The	backbone	of	Europol’s	 infrastructure	 is	 its	net-
work,	 connecting	 all	 Member	 States	 and	 a	 grow-
ing	number	of	non-EU	states	and	third	parties	with	




EU	 states	 and	 third	 party	 networks	 via	 the	 secure	
interconnection,	 enabling	 more	 effective	 end-to-
end	communication	and	information	exchange	with	
those	partners.
The	 security	of	 its	 infrastructure	 is	of	primary	 con-
cern	 for	 Europol,	 since	 state-of-the-art	 security	 is	
the	 basis	 for	 maintaining	 trust	 among	 all	 the	 par-
ties	that	share	information	and	intelligence	with	and	
through	Europol.	Following	a	thorough	assessment	
process	 in	 2009,	 the	 Europol	 network	 received	 re-
accreditation	for	its	security	by	the	Europol	Manage-
ment	Board.	
Besides	 being	 the	 foundation	 for	 the	 delivery	 of	
advanced	 information	 analysis,	 collaboration	 and	
exchange,	 search	 and	 retrieval,	 and	 knowledge	



















Compared	 to	December	 2008,	 the	number	






















In	 the	design	and	 functioning	of	SIENA,	 significant	
emphasis	was	put	on	data	protection	and	confiden-
tiality,	 to	 ensure	 compliance	with	 all	 legal	 require-







In	 subsequent	 stages,	 the	 functionalities	 of	 SIENA	
will	 be	 expanded	 and	 its	 availability	 extended	 to	
competent	 authorities	 and	 cooperation	 partners,	
like	 Eurojust,	 Norway,	 Switzerland,	Australia,	Can-




Analysis	 constitutes	 a	 cornerstone	 of	 all	 modern	
intelligence-led	 law	 enforcement	 activities	 and	 is	
crucial	 to	 all	 of	 Europol’s	 activities.	 Our	 analyti-
cal	 capabilities	 are	 based	 on	 advanced	 technol-
ogy	 adjusted	 to	 the	 needs	 of	 law	 enforcement.	
Germany	 was	 the	 main	 provider	 of	 data	 into	 the	
system,	 followed	 by	 France,	 Belgium,	 Europol	 (on	
behalf	 of	 third	 parties)	 and	Spain.	The	 10	Member	
States	who	use	automatic	data	loading	systems	pro-
vide	81%	of	the	data	to	Europol.		
Functional	 improvements	 were	 also	 made	 during	
2009,	 according	 to	 the	 requirements	 of	 Member	
States.	A	new	version	of	 the	 system	was	deployed	
in	 early	 2010.	The	 changes	 include,	 among	 others,	







The	 Secure	 Information	 Exchange	 Network	 Appli-
cation	 (SIENA)	 is	a	new	generation	of	communica-
tion	 tool	 designed	 to	 enable	 the	 swift,	 secure	 and	
user-friendly	exchange	of	operational	and	strategic	
crime-related	information	and	intelligence	between	


















The	 Europol	 systems	 are	 interconnected	 which	
means	 that	 all	 information	 inserted	 in	 one	 system	
can	be	also	identified	in	the	others.
Analysts	 employed	 at	 Europol	 use	 state-of-the-art	
methodologies	 and	 techniques	which	 help	 identify	
missing	 links	 in	many	 ongoing	 cross-border	 inves-





ing	 conducted	 by	 law	 enforcement	 officers	 in	 EU	
Member	States	and	this	information	is	often	a	break-
through	for	many	international	investigations.
The	 Europol	 analysis	 system	 is	 the	 operational	 in-






tion	source.	The	codes	ensure	security	of	 the	 information	and	 its	safe	and	adequate	processing,	 in	


















arrested	 in	 Poland	with	 the	 support	 of	 Europol,	 the	Brigada de Investigacion Del Banco de España	
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Strategic	 analysis	 is	 yet	 another	 important	 dimen-
sion	 of	 Europol’s	 analytical	 activities.	 The	 Organ-
ised	Crime	Threat	Assessment	 (OCTA)	 is	 the	most	




















The	 Russian	Organised	Crime	Threat	Assessment	 (ROCTA)	was	 first	 drafted	 in	 2008.	This	 specific	
threat	assessment	explores	current	and	expected	threats	 from	Russian	organised	crime	across	 the	











drug	trafficking,	trafficking	human	beings,	 illegal	 immigration	and	fraud.	 It	also	describes	the	main	




















this	 training	 concept	 was	 a	 completely	 redesigned,	
two-week	analysis	training	course	called	Operational	
Integrated	Analysis	Training.





As	a	 result	of	 this	agreement	 the	analytical	 training	
team	 developed	 two	 separate	 versions	 of	 the	 Op-
















EUROPOL REVIEW  | 13 
2.6.2 Informants, cross-border surveillance 
and controlled deliveries
The	 informant	 is	 a	 crucially	 important	 aspect	 of	
police	 activities.	 Involvement	 of	 an	 informant	 ear-
ly	 in	 the	 criminal	 intelligence	 gathering	 process	




boundaries	 so	 informants	may	 provide	 intelligence	
to	support	law	enforcement	in	a	number	of	countries.
The	current	 legal	situation	within	the	EU	is	not	uni-
form	with	 regard	 to	using	 informants,	although	co-
operation	 with	 informants	 is	 a	 common	 and	 wide-
spread	practice.	To	support	Member	States,	Europol	





tal	 of	 46	 trainees	 from	 22	 different	 countries.	 Sev-
eral	Member	States	have	already	used	the	material,	









phisticated	 and	 entrepreneurial	 skills	 of	 organised	
crime	 groups	 require	 effective	 and	 professional	 in-
vestigation	tools.	Europol	deals	with	this	special	area	
of	 law	enforcement	and	responds	to	the	challenges	
facing	 law	 enforcement	 agencies	 across	 Member	
States	and	beyond.	
Elements	 of	 Europol’s	 witness	 protection	 services	
include	the	harmonisation	of	different	national	pro-
grammes,	 development	 of	 new	 witness	 protection	
units	and	programmes,	the	standardisation	of	proc-









Europol	 is	 a	 member	 of	 the	 Cross-Border	 Surveil-
lance	Working	Group,	whose	purpose	 is	 to	 encour-




Another	key	 investigative	tool	 for	obtaining	 impor-
tant	and	decisive	information	on	criminal	structures,	























Europol platform for witness protection experts







Higher education course on witness protection
This	UK-Europol	project	aims	to	provide,	for	the	first	time,	a	standardised	education	programme	for	
witness	protection,	on	a	European	level.	The	two-week	course	will	be	established	in	autumn	2010.
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EuVID








EuVID	 is	made	available	 for	 joint	operations	organised	by	Frontex	








































and	 Confidentiality	 Unit	 has	 contributed	 consider-
ably	to	the	successful	replacement	of	Info-Ex	by	SI-
ENA.	Data	protection	and	 security	 related	 require-
ments	 were	 taken	 into	 account	 from	 the	 start	 of	
the	development	phase.	Both	internal	and	external	
stakeholders	 have	 valued	 this	 approach	 as	 a	 role	
model	 for	 the	 successful	 establishment	 of	 future	
systems.
The	unit	enforced	the	link	between	data	protection	
principles	 and	 data	 security	 requirements.	 When	
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3.  Europol operational 
activities 
arching	 activity	 model	 that	 continuously	 assesses	





products	 and	 aims	 to	 provide	 real-time	 expertise	
and	 intelligence	 to	 the	 Member	 States’	 relevant	
agencies.
3.1.2 First Response Network 
The	 First	 Response	 Network	 is	 a	 tool	 developed	
by	 Europol	 which	 enables	 law	 enforcement	 agen-








active	 in	 the	European	Union	and	 impact	 the	 lives	
of	 its	 citizens	 in	various	ways.	Therefore,	 the	fight	
against	extremism	and	terrorism	remains	a	top	pri-
ority	for	the	European	Union	and	Europol.


















In	 2009,	 terrorist	 activities	 took	 place	 in	 several	
states,	while	 law	enforcement	agencies	undertook	
investigations	and	adopted	preventative	measures.	
3.1.1 Modus Operandi Monitor 
The	 Member	 States’	 commitment	 to	 exchanging	
sensitive	intelligence	on	terrorist	activities	with	Eu-
ropol	 allows	 for	 a	 better	 assessment	 of	 new	modi	
operandi	 and	 has	 resulted	 in	 the	 development	 of	
more	 efficient	 counter-measures.	 The	 Modus	 Op-
erandi	Monitor	 is	 a	means	 of	 developing	 an	 over-
2009







3.1.4 EU Bomb Data System 
The	EU	Bomb	Data	System	(EBDS)	provides	a	plat-
form	 for	 Member	 States	 to	 share	 timely	 and	 rel-
evant	 information	 and	 intelligence	 on	 explosives,	
incendiary	and	explosive	devices,	as	well	as	chemi-
cal,	 biological,	 radiological	 and	 nuclear	 materials	
(CBRN).	 The	 EBDS	 is	 an	 EU	 instrument	 enabling	









3.2.1  Synthetic drugs 
The	European	Union	 is	 a	 significant	 region	 for	 the	
illicit	production	of	synthetic	drugs,	particularly	am-
phetamine	and	ecstasy.	Each	year	around	60	to	90	
large-scale	production	 sites	 are	 identified	and	dis-
mantled.	 Storage	 sites	 for	 potentially	 dangerous	







dients),	 essential	 chemicals,	 materials	 and	 equip-
ment.	The	market	and	demand	also	play	a	key	role.
Principal	 synthetic	 drug	 precursors	 and	 essential	
affected	 Member	 States,	 a	 team	 of	 Europol	 and	




al	 centre	 to	ensure	efficient	 information	exchange	
with	all	involved	parties.	
In	addition	 to	offering	support	 in	a	crisis	 situation,	
the	 First	 Response	 Network	 also	 aims	 to	 provide	
high-level	 terrorism	 experts	 with	 strategic	 advice,	
tailored	 to	 the	 evolving	modus	 operandi	 of	 an	 at-
tack.










3.1.3  European Explosive Ordnance Disposal 
Network 
The	 European	 Explosive	 Ordnance	 Disposal	 Net-
work	 is	 a	 network	of	 experts	 providing	 a	 platform	
for	 the	exchange	of	knowledge	about	the	disposal	
of	 explosive	 materials.	 The	 network	 contributes	





The	 European	 Explosive	 Ordnance	 Disposal	 Net-
work	is	open	to	all	police,	government	and	military	




initiated	 by	 Europol	 via	 its	 Illicit	 Laboratory	Com-
parison	 System,	 indicate	 that	 there	 are	 a	 limited	
number	of	criminal	facilitators	playing	a	crucial	role	
in	 supplying	 precursor	 chemicals,	 equipment	 and	
tabletting	 powders	 for	 synthetic	 drug	 production,	
often	to	different	producers	at	the	same	time.
Since	 1999,	 Europol	 has	 provided	 regular	 training	
on	 combating	 illicit	 synthetic	 drug	 production	 to	
chemicals	are	traded	worldwide	 in	 large	quantities	
for	 legitimate	 purposes.	Their	 production	 requires	
heavy	infrastructure	and	as	such	they	are	rarely	pro-
duced	by	 the	 criminal	 networks	 that	 use	 them	 for	
the	manufacture	of	synthetic	drugs.	Criminals	tend	
to	either	smuggle	main	precursors	into	the	Europe-
an	Union	or	divert	essential	 chemicals	 from	 lawful	
EU	trade.
The	drugs	 phenomenon	 is	 a	major	 concern	 to	 the	








of	 information	 received	 and	 disseminated	 has	 im-
proved,	 which	 is	 largely	 due	 to	 the	 direct	 contact	
CLAnDESTInE 
LABORATORY














Europe’s	share	 in	global	cocaine	seizures	 remain	 rel-
atively	 stable	 having	 decreased	 from	 14%	 in	 2005,	
down	to	11%	by	2008.	This	reflects	the	rapidly	grow-
ing	 trafficking	 flows	 and	 spread	 of	 cocaine	 use	 in	
Europe.	 Next	 to	 the	 United	 States,	 the	 European	
numerous	 EU	 and	 global	 partners.	The	 training	 is	
very	 popular	 and	 requests	 for	 participation	 were	
received	from	countries	in	the	European	Union	and	
beyond.	Since	1999,	more	than	23	training	courses	

















Europol experts support EU and non-EU Member States in the secure dismantling of illicit drug 
production units and the collection of evidence.












In	 recent	 years,	 there	 has	 been	 an	 increase	 in	 the	
number	of	 conversion	 laboratories	discovered	 in	 the	
European	 Union.	 Law	 enforcement	 authorities	 in	






Outside	 of	 the	 Iberian	 Peninsula,	 in	 recent	 years	
OPERATIOn AnDROMEDA





















It	 also	 seeks	 to	enhance	 the	 strategic	 intelligence	




3.2.3  Heroin 
The	European	Union	is	a	significant	global	consum-
er	market	 for	many	 types	of	 illicit	drugs	 including	
opiates.	Although	 demand	 and	 supply	 of	 opiates,	
namely	heroin,	is	relatively	small	in	comparison	to	
synthetic	drugs	and	cannabis,	the	social,	economic	
and	 health	 problems	 associated	 with	 its	 use	 are	
significant	 and	 heroin	 remains	 a	 major	 threat	 to	
the	security	and	health	of	European	society.	Even	
though	 heroin	 consumption	 is	 stable,	 or	 slightly	
decreasing	 in	 some	Member	 States,	 it	 is	 increas-
ing	in	others,	and	particularly	in	some	of	the	newer	





and	 the	 UK.	 The	 Netherlands,	 known	 for	 many	
years	as	being	significant	in	terms	of	synthetic	drug	
manufacture,	has	also	seen	a	rise	in	the	number	of	




























Europol’s	 contribution	 included	 operational	 analysis;	 facilitation	 and	 coordination	 of	 operational	
meetings;	financial	investigative	support	provided	by	coordinating	asset	tracing	requests	from	several	
AWF	members’	jurisdictions;	and	offender	financial	profiling.
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groups	on	a	daily	basis	throughout	the	EU.	Globally	




The	 Europol	 project	 on	 heroin	 seeks	 to	 disrupt	
criminal	 organisations	 engaged	 in	 heroin	 produc-
tion	 and	 trafficking,	 and	 supports	Member	States	
in	 their	 investigations	 to	 do	 so.	A	 number	 of	 suc-
cessful	 sub-projects	 have	 helped	 Member	 States	




Trafficking	 in	 human	 beings	 (THB)	 for	 sexual	 and	
labour	exploitation	is	a	crime	affecting	all	EU	Mem-
ber	States.	Men,	women	and	children	are	exploited	

























increased	 and	 this	 includes	 EU	 nationals	 being	 traf-
ficked	within	the	European	Union.







as a means to earn money, but also to ensure that 
police investigations are hampered by the involve-
ment of child suspects and witnesses.	 Additional	
measures	need	to	be	taken	in	order	to	deal	with	these	










and	 ‘pull’	 factors.	 ‘Push’	 factors	 refer	 to	conditions	 in	
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Europol’s	 operational	 support	 for	 Member	 States’	
investigations	is	most	obviously	delivered	by	the	de-
ployment	of	the	mobile	office.
The	 law	 enforcement	 response	 to	 people	 traffick-
ing	 across	 the	EU	 is	 becoming	more	 effective	 and	
is	apparent	in	the	increased	number	of	cases	being	
identified	 and	 referred	 to	Europol	 for	 support	 and	
assistance.	Areas	where	a	more	effective	 response	
would	 be	 productive	 are	 victim	 identification,	 the	
OPERATIOn BLACK LEAVES
Since	2008	Europol	has	supported	Operation	Black	Leaves	-	a	large-scale	investigation	into	a	Nigerian	
organised	crime	group	responsible	 for	 the	trafficking	of	young	Nigerian	women	for	 the	purpose	of	























in	 relation	 to	 facilitated	 illegal	 immigration	 has	
grown	in	importance.	For	example,	organised	crime	
groups	use	travel	agencies	to	arrange	travel	pack-

































regardless	 of	 ethnic	 differences	 -	 also	 in	 regions	
where	 there	 is	 a	 tradition	 of	 ethnic	 conflict.	The	
facilitators	 are	 quick	 to	 detect	 and	 make	 use	 of	
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Paris	to	the	UK	or	Sweden.	Transport	in	a	truck	costs	
between	 €700	 and	 €1000	 and	 in	 a	 car	with	 driver,	
around	 €2000.	 Organised	 crime	 groups	 charge	
supported	 three	main	operations	which	 led	 to	 the	
arrest	of	76	suspects	in	Belgium,	France,	Germany,	
Greece,	 Hungary,	 Italy,	 the	 Netherlands,	 Switzer-
land	and	the	United	Kingdom.	Europol	delivered	on-
the-spot	support	at	the	operational	centres	by	send-




Work	File	 team	supported	the	 investigation	 teams	
with	analytical	and	expert	knowledge.
Organised	 crime	groups	gain	 a	 lot	 of	money	 from	
























The	 production	 and	 distribution	 of	 illegal	 content	
depicting	 the	 sexual	 exploitation	 of	 defenceless	
children	 is	 mainly	 facilitated	 by	 the	 improper	 use	
of	 the	 internet.	 The	 apparent	 anonymity	 offered	
by	this	means	of	communication	makes	it	very	dif-








the	 sale	 and	 purchase	 of	 adult	 pornographic	 ma-
terial,	 sexual	 devices	 and	 advertising	 contacts	 for	












Besides	 the	 dangers	 to	 the	 individual	 immigrant,	








By	dismantling	 this	 international	 criminal	 network	
of	 illegal	 immigration	 facilitators,	 Europol	 has	
proved	 its	 effectiveness	 in	 assisting	 European	 law	




2  Online grooming is the proposal by an adult to meet a child who has not reached the age of sexual consent under national law, with the purpose of engaging in sexual 
activities with the child. 
CURREnT TREnDS










•			Sometimes	 the	 illegal	material	 is	 self-produced	by	 teenagers	or	children	who	underestimate	 the	
risks	of	distributing	their	images	or	movie	files.	In	some	cases	they	are	convinced	or	coerced	into	
producing	the	material	by	child	sex	predators	through	a	grooming	process	on	the	internet.




A	 project	 called	 Funnel	Web	 has	 recently	 been	 fi-
nalised	 to	 deal	 with	 requests	 coming	 from	 the	
registrants	 of	 websites	 that	 are	 wrongly	 black-
listed	by	the	CIRCAMP	filter	 in	the	Member	States	
mentioned	 above.	 Europol,	 in	 partnership	 with	
CIRCAMP,	 has	 set	 up	 a	 reporting	 mechanism	 for	
owners	 of	 blocked	 domains.	 This	 system	 aims	 to	
centralise	the	complaints	and	requests	for	revision	
of	domain	 statuses	 in	order	 to	guarantee	 that	 the	
requests	can	be	processed	in	all	countries	where	the	
domain	is	blacklisted.	
3.5.1 Analytical and operational support 
An	Analysis	Work	 File	 (AWF)	 was	 created	 in	 2001	
to	support	the	participating	Member	States	in	pre-
venting	 and	 combating	 the	 activities	 of	 criminal	
networks	 involved	in	the	production,	sale	or	distri-
bution	of	child	sexual	exploitation	material,	and	the	
associated	 forms	 of	 crime	 within	 Europol’s	 man-




23	 international	operations	and	contributed	 to	 the	
identification	 of	 around	 1600	 suspects	 belonging	
to	different	criminal	networks	–	but	all	 involved	 in	
offences	 related	 to	 the	 online	 distribution	 of	 child	
sexual	exploitation	material.
3.5.2  Internet Related Child Abuse Material 
Project




















The	 annual	 Europol	 training	 course,	 ‘Combating	
the	sexual	exploitation	of	children	on	the	 internet’	
-	 which	 is	 aimed	 at	 law	 enforcement	 officers	 and	
the	 judiciary	 -	 develops	 and	 increases	 the	 partici-
pants’	 knowledge,	expertise	and	ability	 to	 combat	
and	dismantle	child	sex	offender	networks,	and	also	
increases	 the	 potential	 to	 help	 save	 the	 children	
involved.	 So	 far	 Europol	 has	 provided	 10	 training	
courses.	Around	400	 law	enforcement	officers	and	




domains	 and	 competent	 law	 enforcement	 agen-
cies.	However,	 it	 is	at	 the	discretion	of	 the	Mem-
ber	States	to	decide	upon	possible	 judicial	conse-
quences	induced	by	revision	requests.	




agencies,	 banks,	 credit	 card	 companies,	 other	 fi-




Criminals open a trading 
account in a national carbon 
credit registry which is linked 
with the European Commission 
Community Independent 
Transaction Log  (CITL)
1
Buys EU emission 
Allowances (EUAs) VAT- 
free from companies 
located in other countries
3
The EUAs are 
then transferred to 
the country where 
they are 
registered.
Trades the EUAs to an 
unregulated broker, selling 
the allowances on a carbon 
spot trading exchange 




Charges VAT on the 
transaction but does not 













is	 carried	 out	 by	 organised	 criminals	 who	 put	 in	
place	 a	 structure	 of	 linked	 companies	 and	 indi-
viduals.	Those	involved	in	VAT	fraud	schemes,	who	
are	 initially	 responsible	 for	 the	 tax	 damage	 -	 the	
3.6 EU VAT fraud
Missing	 Trader	 Intra-Community	 Fraud	 (MTIC)	 is	
a	 form	 of	 organised,	 sophisticated	 tax	 fraud	 car-

















issued	against	 four	Chinese	and	one	Hungarian	national.	Cash	equivalent	 to	 around	€250	000	was	
seized	by	the	authorities.
Europol	provides	high	quality	and	dynamic	 investigation	support	 to	EU	 law	enforcement,	and	also	
worldwide	on	behalf	of	EU	law	enforcement,	 in	the	field	of	VAT	carousel	fraud	and	related	spheres	
such	as	combating	money	laundering	and	tracing	the	proceeds	of	crime.		










scandals	 surfaced	which	 showed	 the	possibility	 for	
large-scale	VAT	fraud	 in	 the	trading	of	emission	al-
lowances	or	European	Union	Allowances	(EUAs).
Cross	 border,	 or	 transnational,	VAT	 fraud	does	 not	









However,	 traditional	 goods-based	 Missing	 Trader	
Intra-Community	 Fraud	 is	 no	 longer	 the	 sole	 con-
cern.	Recently,	a	clear	mutation	into	service-based	
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well	as	on	the	operation	of	the	internal	market	and	
on	honest	businesses.	
Europol	 renders	 support	 to	 the	 Technical	 As-
sistance	 and	 Information	 Exchange	 Instrument	
(TAIEX)	 managed	 by	 the	 European	 Commission	 by	
organising	seminars	with	the	aim	of	enhancing	expe-














The	 Europol	 Criminal	 Assets	 Bureau	 (ECAB)	 assists	
Member	 States’	 financial	 investigators	 to	 trace	 the	
proceeds	of	crime,	when	assets	have	been	concealed	






The	 scale	 of	 the	 revenue	 losses	 attributable	 to	
Missing	 Trader	 Intra-Community	 Fraud	 since	 EU	
borders	 were	 opened	 to	 free	 trade	 in	 1992	 may	
never	 be	 precisely	 quantified.	 According	 to	 dif-
ferent	 sources	 the	 level	 of	 harm	 caused	 by	 MTIC	
fraud	 varies.	 	 For	 example,	 the	European	Commis-
sion	 estimates	 that	 VAT	 fraud	 costs	 the	 Member	
States	 around	 €60	 billion	 annually.	 However,	 ac-
cording	 to	 an	 estimate	 from	 Eurocanet	 (the	 Euro-
pean	Carousel	Network	-	a	project	of	the	European	
Commission	 in	 Brussels),	 between	 June	 2005	 and	
June	2006,	the	combined	MTIC	losses	from	the	five	
biggest	 Member	 States	 –	 France,	 Germany,	 Italy,	
Spain	 and	 the	 United	 Kingdom	 -	 totalled	 almost	
€21	billion.
Europol	 estimates	 that	 the	 loss	 to	 carbon	 credit	
fraud	between	June	2008	and	December	2009	was	
approximately	€5	billion.


















The	 term	 ‘boiler	 room’	 refers	 to	 an	offshore	 entity	
which	is	not	authorised	or	exempt	from	the	Financial	
Services	and	Markets	Act	2000	(FSMA).	Boiler	rooms	




shares	 or	 shares	 in	 newly-listed	 companies.	When	
sold	to	investors,	the	shares	are,	at	best,	significantly	
overpriced	and,	at	worst,	worthless	or	untradeable.	
A	boiler	 room	 transaction	 typically	begins	with	an	





























is	a	valuable	support	 tool	 for	ongoing	 investi-
gations	or	events.
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OPERATIOn ROSA
Four	jewellery	shop	robberies	took	place	in	Paris.	Another	robbery	in	a	jewellery	shop	took	place	at		Boulevard	
Barceló	 (Brussels,	Belgium).	Austria	 also	 suffered	 six	 jewellery	 shop	 robberies,	 committed	 in	Vienna	and	
Salzburg	by	suspects	from	Estonia	and	with	similar	modus	operandi.	















Under	 the	 remit	 of	Operation	Monet	V,	 live	 analytical	 support	was	 provided	 via	 the	mobile	 office	 to	
Spanish	 law	 enforcement	 authorities	 in	Gran	Canaria,	 following	 a	 request	 from	 the	Spanish	Guardia	



















and	 protected	 rights.	The	 first	 one	 is	 related	 to	 in-
dustrial	 property	 which	 covers	 various	 fields	 such	
as	 distinctive	 signs	 (trademarks),	 patents,	 designs	





Europol	 supports	 and	provides	 training	on	 the	 sub-
ject	of	money	laundering.	The	most	recent	examples	


























3 Figures published by the European Commission’s Taxation and Customs Union, 7 July 2009.
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•			The	discovery	and	dismantling	of	16	 illicit	 factories	 in	 Italy	where	the	majority	of	 the	counterfeit	
products	were	manufactured
•			The	arrest	of	12	suspects	in	Italy	and	France











bourg,	 the	Netherlands,	San	Marino	and	Spain	under	 the	effective	guidance	of	Guardia di Finanza,	
supported	by	Europol,	Eurojust	and	Interpol.




Europol	 participates	 in	 the	 Interpol	 Intellectual	
Property	Crime	Training	Seminar.	Since	 the	begin-
ning	of	this	 initiative,	Europol	has	contributed	and	
taken	 part	 in	 four	 training	 seminars	 which	 were	
hosted	 by	 the	Guardia	 di	 Finanza	 police	 academy	









Europol	 supports	 other	 initiatives	 in	 close	 coordi-
nation	 with	 TAIEX,	 such	 as	 cooperation	 with	 the	
Russian	Federation	 in	this	field.	 In	2009,	high	 level	
Counterfeiting	 is	 no	 longer	 limited	 to	 luxury	 prod-
ucts	but	is	now	a	global	problem	affecting	all	types	of	







tor	 for	 helping	 this	 illicit	 activity	 to	develop	under	
an	anonymous	umbrella.	The	internet	can	easily	be	

















In	September	 2009,	 130	German	 police	 officers	were	 involved	 in	 the	 arrest	 of	 19	 criminals	 and	 30	
premises	searches	where	more	than	30	tonnes	of	illicit	products	were	seized.	Evidence	was	also	simul-
taneously	gathered	in	both	Austria	and	Italy.	
On	both	occasions,	 actions	were	 coordinated	by	Europol	 and	Eurojust,	with	 technical	 on-the-spot	
support	provided	by	Europol.







cash	 into	 non-cash	 and	 electronic	 means	 of	 pay-
ment,	 and	 forgery	 of	 these	 methods	 of	 payment	
within	the	European	Union	(EU)	causes	huge	finan-
cial	 losses.	Simultaneously,	 these	 losses	constitute	


















































































ment	 investigations	 aimed	 at	 disrupting	 interna-
tional	 criminal	 structures	 dealing	 with	 payment	
card	fraud.	Europol	also	provided	specialised	tech-







stitut de Recherche Criminelle	de	la	Gendarmerie	Na-
tionale	in	France.	
Criminals	 continuously	 develop	 more	 sophisticat-
ed	 techniques	 to	 compromise	payment	 card	data,	
therefore	 further	 proactive	 measures	 are	 needed	
to	 tackle	 this	 problem.	 Europol	 strongly	 supports	











The	 safety	 of	 non-cash	 transactions	 in	 the	 EU	 is	
important	 for	 card	 users	 and	 the	 banking	 indus-
try	 (banks,	 payment	 institutions,	 clearing	 and	 set-
tlement	 infrastructures,	 card	 processors	 and	 card	
schemes).	
Europol	responds	to	the	needs	of	law	enforcement	
agencies	 across	 the	 European	 Union.	 It	 assists	
Member	 States	 in	 combating	 payment	 card	 fraud	








able	 to	 facilitate	 cooperation	 of	 law	 enforcement	
agencies	on	a	global	level.
Most	 Member	 States	 are	 affected	 by	 card	 fraud	
and	face	specific	problems	related	to	this	phenom-
enon.	 Based	 on	 intelligence	 received	 from	 Mem-
ber	States,	Europol	prepares	analytical	reports	and	
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ber	States	and	other	partners.	Europol	actively	sup-
ports	 law	 enforcement	 authorities	 by	 facilitating	
the	 exchange	 of	 information,	 gathering,	 analysing	
and	 disseminating	 criminal	 intelligence,	 as	 well	 as	
providing	 other	 expertise	 and	 knowledge	 to	 sup-
port	 investigations.	That	also	 includes	participation	
in	 Joint	 Investigation	Teams	 and	 granting	 financial	









Europol	 has	 the	 mandate	 to	 prevent	 and	 combat	
the	forgery	of	money,	in	particular	the	euro,	and	Eu-
ropol	has	been	designated	as	the	European	Union’s	




To	 fulfil	 this	 central	 office	 function,	 Europol	 offers	
a	wide	range	of	products	and	services	to	EU	Mem-
EURO COUnTERFEITIng TREnDS, 2009
A	comparison	with	previous	years	demonstrates	an	 increasing	 trend	 in	 the	quantity	of	 counterfeit	
euro	banknotes	being	produced.	However	the	total	value	of	counterfeit	euro	banknotes	detected	in	
2009	declined,	when	compared	to	2008.	This	 is	attributed	to	 the	 reduction	 in	 the	number	of	high-
denomination	counterfeits,	on	the	one	hand,	and	growth	in	the	number	of	counterfeits	of	20	and	50	






On	25	June	2009,	the	Bulgarian	police,	supported	by	the	Spanish	Brigada de Investigación del Banco 
de España	(Comisaria General de Policia Judicial),	Europol	and	Eurojust	disrupted	a	criminal	group	of	17	
people	who	were	behind	the	distribution	of	a	large	quantity	of	counterfeit	euro	notes.	Twenty	house	













ers.	 At	 the	 same	 time	 the	 underground	 economy	





3.11.2 Europol Cyber Crime Platform 
In	 2009,	 the	 implementation	 of	 the	 Europol	Cyber	
tactical	 and	 technical	 issues	 related	 to	 protecting	
the	euro	from	counterfeiting.	
Europol	 cooperates	 closely	 with	 European	 Union	
















da de Investigación del Banco de España	(BIBE),	the	Judicial	Police	of	Valencia	and	Europol.	At	the	end	
of	2008,	 the	Spanish	 investigations	started	focusing	on	an	organised	crime	group	dealing	with	the	
import	of	 large	quantities	of	 cocaine	 from	the	Dominican	Republic	 to	Valencia,	hidden	 in	 shipping	
containers.	The	profit	generated	by	the	drugs	business	was	invested	in	the	financing	of	counterfeit	
euro	banknote	production.
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Crime	 Platform	 (ECCP)	 began.	The	 ECCP	 rests	 on	
three	pillars:
•			The	 Internet	 Crime	 Reporting	 Online	 System	
(I-CROS),	a	European	hub	 in	a	network	of	national	
online	 reporting	points	 in	 the	Member	States,	and	





•			The	 dedicated	 Europol	 analysis	 work	 file	 targets	
internet	 and	 ICT-driven	 organised	 crime	 aimed	 at	
financial	gain.	The	focus	is	on	identifying	and	even-
tually	 dismantling	 groups	 active	 in	 the	 cybercrime	




On	 10	 August	 2009,	 Europol	 received	 a	 request	 to	 support	 Operation	 Atlas,	 which	 concerned	 the	
hijacking	 of	 an	 Arctic	 sea	 ship	 in	 Swedish	 waters.	 Europol	 was	 requested	 to	 support	 an	 already-	
established	 joint	 investigation	 team	 involving	 Finland,	 Sweden	 and	 Malta.	 Based	 on	 the	 request,	 	
Europol	 immediately	 sent	 an	 analyst	 with	 a	 mobile	 office	 to	 Helsinki	 to	 support	 Operation	 Atlas	 	













4 Third parties are the bodies with which Europol has an operational agreement.
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delegation	stressed	the	fact	that	there	is	a	need	for	a	













ber	 States	 discussed	 the	 information	 available	 and	
which	 could	 be	 shared	 with	 Europol.	 Following	 this	
development,	the	decision	was	taken	to	set	up	a	core	
team	within	Europol	that	will	deal	with	this	phenom-







Europol	 has	 committed	 itself	 to	work	 together	with	
Interpol	and	 the	 international	community	at	 large	 in	
order	to	effectively	tackle	this	issue.













I-FOREX	 is	 considered	 a	 fundamental	 tool	 for	 Eu-
ropol	in	supporting	investigations	on	EU	cybercrime	










The	 overall	 pirate	 hijacking	 success	 rate	 for	 2009	 is	
significantly	 lower	 than	the	average	 in	2008	of	40%,	
and	is	probably	due	to	the	increased	naval	patrols	and	








investigations	 into	 two	 hijacked	 vessels.	 	The	Dutch	
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change	 of	 information	 with	 these	 partners	 takes	
place	on	the	basis	of	cooperation	agreements.	
Two	types	of	agreement	determine	the	nature	of	co-











tional	 organisations,	 including	 Interpol,	 which	 fea-
tures	in	many	aspects	of	Europol’s	operational	work.
Europol	 collaborates	 closely	 with	 the	 EU’s	 agen-
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Secure	Information	Exchange	Network	Application	
(SIENA)	 will	 add	 enhanced	 intelligence	 analysis	
tools	to	the	already	efficient	and	user-friendly	in-
formation	exchange	tool.






counterfeiting,	 terrorism	 and	 the	 dismantling	 of	
drug	laboratories.
					We	will	address	any	gaps	in	knowledge	and	exper-
tise	 by	 developing	 and	 promulgating	 best	 prac-










gration	 of	 knowledge,	 operations	 and	 values	 cou-
pled	with	an	increase	in	EU	law	enforcement	coop-
eration,	and	use	of	existing	capabilities	and	tools.	
These	 developments	 will	 make	 Europol	 pivotal	 in	








for	 Europol’s	 daily	 business	 in	 order	 to	 ensure	 the	







path	 to	 implement	 its	 main	 goals	 by	 delivering	 a	
unique	set	of	operational	services	for	the	EU	in	three	
main	areas:
•	  To function as the principal EU support centre 
for law enforcement operations
					More	will	be	done	to	maximise	the	operational	val-
ue	of	information	held	by	Europol	and	to	stream-










targets,	 is	 essential	 and	 will	 be	 strengthened.	
Europol’s	 unique	 capabilities	 provide	 the	 oppor-
tunity	 to	 grow	 as	 a	 central	 ‘information	 power-
house’	in	the	EU	to	address	these	issues	and	build	
an	 information	platform	capable	of	 facilitating	a	
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